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Abstract. Theorems on the exact values of advantages for linear and
differential cryptanalysis are proved. The example of universal functional
scheme illustrates a wide range of possible errors when the usual methods
of estimation the advantages of probabilistic relations are used. It is
argued that the probabilistic relations should be constructed for fixed
cipher keys separately. The duality between the linear and the differential
cryptanalysis is rigorously formulated. The degree of diffusion in linear
medium is introduced; it is shown that its maximization should be one
of the basic principles of cipher design. This is a quantitative measure of
Shannon’s qualitative principle that ciphers should realize transforms with

high diffusion.

Keywords: linear cryptanalysis, differential cryptanalysis, linear medium,
block ciphers

JIuHeliHbI 1 Pa3HOCTHBIN KPUIITOAHAIN3: JAPYyras TOYKA 3peHUusd
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axademuu nayk, Mockea,
2000 <«Ilenmp cepmudurayuonnmx uccaedosaruiis, Mocksa

Annoranusi. JlokazaHbl TeopeMbl O TOYHBIX 3HAYCHUSAX JIMHEHHOM
U PA3HOCTHON XapakTepucTuk. [lpuBenen mnpumep yHUBepcaabHON
QYHKIIMOHAILHON CXeMbI, KOTOPBIN IOKA3bIBAET, YTO OOBIYHLIE METOIbI
OLICHKM XapPaKTEePUCTUK BEPOATHOCTHBLIX COOTHOIICHUI MOI'yT HPUBOIUTDH
K 3HAYNTEJbHBIM ormubkaMm. OrTcramBaercss MHEHHE O TOM, 9UTO
BEPOATHOCTHBIE COOTHOIIEHUs] HYYKHO CTPOUTH JUId (DUKCHPOBAHHBIX
kpunrorpadudecknx Kiodeir. Maremaruydecku cTporo cgopMyInpoBaHa
JIBOMCTBEHHOCTD JIMHEITHOTO U PA3HOCTHOI'O METO/I0B. BBe/ienbl mokazaresn
paccenBaHud JIMHEHHON cpelibl, MAKCUMU3AIAA KOTOPBIX ABJIACTCA OIHUM
n3 6a30BBIX PUHITUIIOB COBPEMEHHOI'O Kpunrorpaduiaeckoro cuareda. OHu
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dopmanmsyior kKadectBeHHoe Tpeboanmne K. Illemnona k mmdpam Kax
IpeoOPa3oBaHUIM, 00ECIIEUNBAIOIINM XOPOIIee PacCenBaHue.

KuarogeBble cjioBa: JIMHEWHBI MeTOJ, PA3HOCTHBIN METOJI, JIMHEHHAas
cpejia, OJ109HbIH mdp

1. Introduction

The point of view on linear and differential cryptanalysis presented here
was developed in parallel with their other numerous representations in cryp-
tographic literature. These methods should be called local linear and local
differential cryptanalysis more correctly.

This paper is devoted to a technique for constructing a probabilis-
tic linear and differential relations for functions F': Vy — Vs defined
by functional schemes. Here Viy = GF(2)V, Viy = GF(2)M are N- and
M-dimensional coordinate spaces over the field GF'(2). In the next section
some definitions related to functional schemes are given.

Depending on the goals of the cryptanalyst, the mapping F' may be
either the whole cipher transformation parameterized by the key, or a sep-
arate fragment of the whole cipher transformation, which may also be (and
this is most often) parameterized by the key or by part of it.

Let Vy denote the set of all Boolean column vectors of length N. The
non-strict equation all’ ~ bL" a € Vi, b = F(a) € V), is called a prob-
abilistic linear relation defined by column vectors L' € V3, L” € V). The
measure of its strictness is defined as o/ ;v = 6, ;» = 2P{al’ = bL"} — 1
under the condition that a is a random vector with the uniform probabilis-
tic distribution on Vy and b = F(a) € V. The value 01/ 1 is called an
advantage of a probabilistic linear relation (or linear advantage).

Let D' € Vy, D" € Vi be any fixed vectors, aM,a® € Vy, b,
b2 € Vi, be vectors such that b = F(aM), b = F(a?). The non-strict
implication «if a® +a® = D', then b 4+ b3 = D" is called a probabilis-
tic differential relation and denoted by (D', D”). A measure of strictness of
this implication defined as pp/ pr = pfy pr = P{F(a + D') + F(a) = D"}
is called an advantage of a differential relation (or differential advantage).
Here a is also a random vector with the uniform probabilistic distribution
on Vy.

Probabilistic linear and differential relations are used, for example, in
attacks on cryptographic keys of ciphers usually defined by functional
schemes. In such case the function F': Vi — Vj; is a part of the full cipher.
This part depends on the key X (the function F' is parameterized by the
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key X). The argument a € Vy of the mapping F' are generated from plain
text and the key Z. The problem is to find the key Z, not X.

The theoretical results of this paper were obtained by the first author
on the basis of many linear probability relations found by him for specific
stream and block ciphers. The second author had performed nontrivial prac-
tical applications of these theoretical results to some block ciphers which
supports their interpretation.

Terminology used in this paper differs from the generally accepted one.
For example, we use the term probabilistic relations instead of approxima-
tions or differentials, the term chains of conformal local relations instead of
characteristics, the term degree of diffusion instead of the number of active
S-boxes. We use the term advantage (linear or differential) for the measure
of strictness of probabilistic relations.

2. The linear medium of a functional scheme

The function F': Viy — Vi, Vy 2 a — b = F(a) € Vyy, defined by a
cipher (or by a part of it) with a fixed key X is called a cipher transforma-
tion. It is specified using the functional scheme F, i.e. the set of linear and
nonlinear mappings. These mappings may be applied one after another and
be realized by a computer program without cycles.

Let the nonlinear mappings f;: V., — V., @i — vy = fi(z), i =
1,...,k, be performed in this program in a certain order. These mappings
are called functional elements. As a rule, functional elements are nonlinear,
but linear functional elements are also allowed. The argument z; € V,,, of
the function f; is the result of sequential application of some previous opera-
tions to a € V. The linear operations are used between f;, i = 1,... k.
Any linear operation may be realized by the additions modulo 2 and re-
production nodes with several outputs x — (z,...,z). When considering a
block cipher the parameter k is not the same as the number of iterations
(rounds). Typically one iteration consists of several mappings f;.

We do not consider linear operations of a cipher separately. Instead for
some Boolean m; x n; matrices ¢;j, ¢ = 0,1,...,k, j = 1,...,k k + 1,
my = N, npy1 = M, we can write x; = acy; + Zf;ll Yicij, § = 1,...,k,
b = acop+1 + Zle YiCik+1- Let ¢;; = 0 if ¢ > j. Then it‘s possible to
construct a matrix C' = C'r of size (N + Zle mi> X (Zle n; + M) with
blocks ¢;; such that

(a,y1, ..., yx)C = (21, ..., 2k, D). (1)
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The matrix C' is said to be a matrix of linear medium of the func-
tional scheme JF. It integrates all linear operations of the cipher trans-
formation. The linear medium is denoted by the same letter C' and is
also a functional scheme. It is obtained from the functional scheme F
by deletion of all functional elements f;, i = 1,...,k. As a result all n;
Boolean inputs of any functional element f; becomes the outputs of the
linear medium C' and all m; Boolean outputs of this element becomes the
inputs of the linear medium C'. The linear medium C determines a linear
mapping C': Vi s~k 0= Ve oy, in accordance with (1).

Thus the functional scheme F is represented by the linear medium C' into
which the nonlinear elements f;: V,,, = V,,,, ¢ =1,...,k, are embedded. As
a result we are able to study separately properties of the linear medium C' of
the cipher transformation F' and properties of its nonlinear part consisting
of separate functions f;, e =1,... k.

The representation of the cipher transformation by functional scheme F
is not uniquely defined. The cryptanalyst himself chooses a certain func-
tional scheme F determining the cipher transformation F'. If he chooses
local elements f;, © = 1,...,k, too complex, then the analysis of each el-
ement will be difficult, but this will reduce their number and simplify the
linear medium. On the other hand, if he chooses elements f; too simple (up
to the Sheffer functions), it will increase their number and will complicate
the linear medium.

3. Chains of conformal local linear relations

The main problem of linear cryptanalysis is to construct a pair of column
vectors L' € V3, L € Vi \{0} such that the absolute value of the advantage
Op . = 0p pn = 2P{aL’ = bL"} — 1 of linear relation aL’ ~ bL" is as high
as possible. Here b = F'(a) and the vector a has the uniform probabilistic
distribution on V.

The probabilistic linear relation al’ ~ bL” or, what is the same, al’ +
bL"” ~ 0 may be obtained by formal addition modulo 2 of appropriate local
probabilistic linear relations

l’zl; +yll;' >~ 0, l; S Vni? l;/ S ‘/;:;7, Y; = fz(l'z), 1= ]_, .. .,l{?,

characterized by linear advantages 0; = (5;2“, = 2P{z;l; = y;l!} — 1; each
advantage ¢; is computed under condition that each vector x; has the uni-
form probabilistic distribution on V,,,. Note that there are cipher transfor-
mations F' for which the distribution of € V,,, is not uniform for any
distribution of random a € Vy.
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Theset £ = ((I},1!), i =1,..., k) is called conformal if for some L’ € V7,

L" € Vy; we have the equality S>F_ (,0,+:l?) = aL’+bL", or the following
chain of equalities

k /
0="> (zill + yill) + aL' + bL" = zl' + yl" + aL' + bL" = (a,y) (lL)

=1
l/ L/ l/ L/ l/
+(, b) (L”) = (a,y) (l//) + (a,y)C (L//) = (a,y) [(l”) +C (L//):|
with respect to any variables © = (z1,...,2%), ¥y = (y1,...,yx) such that
iy Ui, ¢t = 1,..., k, are connected with vectors a and b only by linear relation

1) and should not satisfy equations y; i(x;); further, I' € VZ, isa
( y Yi

i=1"T

concatenation of vectors [}, similarly " € VZ, s is a concatenation of

vectors I/, 1 =1,..., k. Thus the set £ = ((, l;’) = 1,...,k) is conformal
iff

c(1)- (7). ©)

for some L' = Ly € Vy and L” = L € V).

We can consider a product § = d; - <O, 0; = 55 Iz 1 =1,...,k, as a
rough approximation (approximate Value) for the linear advantage 0r/ .
Such approximation may be MOTIVATED by the following note. The
equality 0z » = § would be true if all events {z;l; = y;l/}, 1 = 1,...,k,
were statistically independent and corresponding equalities §; = 2P{x;l} =
y;l!'} —1 for equiprobable a € Vi were satisfied. In fact the exact fulfillment
of such conditions seems almost impossible.

Let Q0(L/, L") = Wx(L', L") be the set of all solutions £ = ((I%,1/), i =
1,...,k) of system (2) for given L' € V3, L” € V;; (the vectors L’,L”
are Called boundary conditions). Let 20 = UL,GVﬁ,L,,Evﬂ (L', L") and

={LeW|l/ =0=14=0Vi=1,... k} If £ € W\ W then
5L = 0, where ¢ = JT;_, 6/, Indeed, if z” =0, 1 # 0, then 6, = 0,
t = 1,..., k. To construct the required linear relation we have to find a
set £ € W for which the value |¢| is as high as possible, so the factors
equal to +1 are preferable in the product ds. These factors may appear if
I/ = 0. Suppose that £ € WO Let 0 = |{i € {1,...,k}|1/ # 0}| be the
number of factors in product de possibly not equal to one. To maximize
|6¢| sometimes it is reasonable to find the number fc = mingeqno) (030
called a degree of diffusion of the linear medium C' with respect to linear
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cryptanalysis. Any set £ € 20 is called a chain of conformal local linear
relations if it includes only nontrivial (when [ # 0) local linear relations

The technique described in this section may be applied to the search
for multidimensional (s-dimensional) linear relations [1]|. In this case it is
necessary to consider matrices with s columns instead of column vectors
L, LUl i=1,... k.

? Yy Y0

4. Chains of conformal local differential relations

If we consider equations (1) for two inputs a¥), a®® € Vi of the func-
tional scheme and subtract one from the other, we will obtain

(Dladllla-'wd;cl)cz(d/l?"" ;caD”)7 (3)

where D' = oV + a(2)7 D" = pM 4 b(2)’ d// _ yl(l) _|_ yZQ) d/ _ 17(1) + $(2)

i=1,... k Here bV = F(a®), 5® = F(a®) and 2\", /¥ are arguments

of the function f; if ) and a® are the inputs of the functional scheme,
b= fi(xgl))v yz@) = fi(xz@))v i=1,....k

The main problem of differential cryptanalysis is to construct a pair
of vectors D' € Vy \ {0}, D” € V), such that the differential advantage
popr = ppy pr = P{F(a+ D)+ F(a) = D"} of the non-strict implication
a® +a® = D" = b +p3 = D" is as high as possible.

Let D' € Vi, D" € Vi, d} € Vy,, dl € Vi, i =1,...,k, be an arbitrary
set of vectors satisfying conformity condition (3). Since C'is a block upper
triangular matrix, then from implications x( )—|—$ = d’ = y( )—|-yl =d!
forall i =1,...,k it follows that a(¥ 4 a(® J— D = 0 + b = D"

Let the set of local differences ©® = ((d},d}), i = 1,...,k), d; € V,,,
d? € V,,,, satisfy the condition (3) for some boundary vectors D' = Dj €
Vn, D" = DJ € VM Consider a product pp = Hle pﬁ?_’ g of advan-

tages pd, o= =P { fl( 4 d ')+ fz( ) = d’-’} of local differential relations

(d, d), where we suppose that each vector :v ) has the uniform probabilis-
tic distribution on V,,,. Note that there are 01pher transformations /' for
which the distribution of z € V,,, is not uniform for any distribution of
random a € Vy.

We can consider the product pg as a rough approximation for the advan-
tage pg,, pr of the differential relation (D', D) € Vi x V)s. Such approxima-

tion may be MOTIVATED by the following note. If under condition that
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random input a¥) is uniformly distributed on Vy and a® = oM + D/, all
random variables x ) e Vn , 1= 1 ., k, were independent and uniformly

distributed and events {yi i = dfi’}, 1 = 1,...,k, were statistically
independent, then using (3) we have

pD/ D// 2 P{y(l) (2) - d;l7i - ]_, ey k}

- .ﬁP{fi(xﬁ”) + i) =dl}
STIP {5 (o) 4 (o4 0) = a2} =

In fact the exact fulfillment of hypotheses used in this estimate seems almost
impossible.

Let W(D',D") = Wx(D',D") be the set of all solutions of the sys-
tem (3) with given boundary differences D' € Vy, D" € V), with re-
spect to the set of local differences ® = ((d;,dg’) i = 1,...,k). Let
W = Upevy.prevy, WD, D") and WO = {D € W|d} = 0 = d] =
0Vi = 1 LR TED e WA\ WO then jp = 0. Indeed, if &, = 0, d/ # 0,

then p d, @ = 0,7 =1,...,k. To construct the required differential rela-

tion we have to find a set ® € W such that the value pp = Hle pf;f &

is as high as possible, so the factors equal to one are preferable in this
product. These factors may appear if d; = 0. For any ® € W© let
= |{i € {1,...,k}|d; # 0} be the number of factors in product pg
possibly not equal to one. To maximize pp sometimes it is reasonable to
find a number 0 = mingewo) (010 called a degree of diffusion of the linear
medium C with respect to differential cryptanalysis. Any set ® € W© ig
called a chain of conformal local differential relations if it includes only
nontrivial (d # 0) local differential relations among (d;,d/), i =1,...,k.

17 7

5. Theorems on exact values of linear and differential
advantages

Theorem 1. [f L/ € V]{k/, L” c VJ\Z’ then 55/711// == ZEEQH(L',LH) 5£
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Theorem 2. If D' € Vi, D" € Vi, then

p§/7D//

N T U N LTI SR N

DeW (D',D") (L', L")EVEX V3, £1,80€m(L/, L)
21489

After the correct statements of theorems are found, their proofs may be
easily developed by induction on £ > 1. To do this we can use the technique
from [2]. The proofs given below is kindly provided by V.A.Fedchenko.
They are simpler than the original proofs obtained by the first author and
are based on the following two lemmas from [12].

Lemma 1. Let f: V,, = V,,, f =g h,ie. f(x)=h(g(x)) for all x € V,,
where g: V,, = V; and h: V; — V,,, nym,t € N. Then for alll' € V¥,
" € VT:L we have 5;:71// - Zlth* 6571(3;&//.

Lemma 2. Let f: V, = V,,, n,m € N. For alld’ € V,,, d" € V,, we have
2
foo_ dv+d"" sf
P ar = 3m Zl’eV;,l“eV,;(_l) - <5l',l~> :

Proof of theorem 1. Let k = 1. Using the notation of section 3 we get

ot C
b= acyz + fi(acor)ci2, Cr = ( 81 ng)a

Qﬂ;(L’, LH) = {(l, C12L”>’l € Vr: . C(nl -+ COQL” = L,}

Let F': Viy — Vs ﬁ(a) = fi(ace1). Applying lemma 1 to f = F, using
equation

P{al’ +bL" = 0} = Pla(L + cooL”) + Fla)ersL” = 0

we obtain 07 ;v = 071y o1 et = Zlevﬁa: L' teon L —=conl 5{212L,,, this corre-
sponds the statement of theorem 1.

Now suppose that £ > 1. We decompose the functional scheme F of
F: Vy — Vyy into schemes F; and F, for the mappings Fi: Vy — Vi and
Vi =V, F=FoFy, ars 22 b acVy, 2 € Vg, b € Vi
Let the elements fi,..., fr, be included in the functional scheme Fj, and
the elements fi, 11, ..., fk,+x, be included in Fy, where ky + ko = k, k1 < k,
ky < k.
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Now we show that there is a bijection ¢ between sets (L', L") and
UAGV;} (Wxr, (L', A) x Wr, (A, L")). Suppose that Fi(a) = z,

IE(1) = (1'17 SR 7xk1)7 y(l) = (yl? T ’ykl)’
2) _

]3(2) = ('rk1+17 SR 7xk1+k2)7 y( - (yk1+17 s ayk1+k2>;
then (a,yM)Cr = (2, 2), (2,y@)Cx, = (¥, b) or, in more detail,
x(l) _ aCJ(TOO) (1)0(10)’ Y — aC;-Oll) (1)0;11 :
(00) 01 11
= 2000 1y 0L p =200V 4 yPCLD.
From the last four equahtles we get
D= aCP 4y oL,
2? = ac]:i”cﬁf +y <1>c () C(OO el
_ 01 ~(01) 11 1) (11
b= CLC]_—I C]:2 + y(l)c]:1 C]:Q + y(Q)C]:Q ’
Combining last three equalities and equality (a, 3y, y?)Cr = (M), 22 )
we obtain that Cr is represented by (3 x 3)-block matrix with blocks CJ(T:] ),

1,7 = 0,1, s =1,2. By the inductive assumption using lemma 1 and bijec-
tion ¢ we finally get

T SN CT N

AeVy
=D DR I D S
AeVy £1€Wx, (L/,A) L2€W 5, (A,L)
=y ¥ (521 -522) - Y e
AEV;;— Slew}_l([’/aA) SGQU]:(L/,L//)

£26Wx, (ML)
This completes the proof of theorem 1. n

Proof of theorem 2. By lemma 2 and theorem 1 we get that theorem 2
is equivalent to the equality

— ]. 1T " ~
Y. be=gp o ) ()TEEES 6 (@)
DEWx(D',D") (L' L") eVE XV LeWx (L, L")
The equality (4) is proved by induction on k. Let C; and Cy be Boolean
matrices of sizes N x N and N x M respectively, and F(a) = G(aC}) + aCs.
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Suppose the mapping G: Viy, — Vi is specified using the functional
scheme G. Taking into account the representation of the matrix C'r using
matrix Cg, we obtain

Wr(D', D") = Wg(D'Cy, D" + D'Cy),
Wr(L', L") = Urevy : =1+, Wg(L, L7).

This implies that for £ = 1 it is sufficient to prove the equality (4) for
F(a) = b= fi(a)ci2. But in this case (for this F') theorem 2 is obviously true
since the set QW (L', L") contains the unique local linear relation (L', ¢12 L")
and Wx(D',D") = {(D', D)| Dcia = D"}. Indeed, we get

1 D/L/ DIIL// = =
EEED SRS ZCE O SRy SR
(L', L") eVE XV £1,89€W £ (L', L):
178
and theorem 2 follows from the total probability law. The inductive tran-
sition is the same as in theorem 1. This completes the proof.

[]

Note that theorem 1 have been proved earlier in special cases (see
[12,14]).

In view of these theorems, the search for linear and differential relations
(see sections 3 and 4) may be performed by maximizing absolute values
of individual summands SL and pp in formulas for exact values 07/ 1~
and pp pr. But these maximizations should be carried out only for all
£ € W\ {0} and for all ® € W©® \ {0}. This fact is an additional
motivation for the choice dg and pp as rough approximations for or 1
and Pp’.D.

Also in view of theorems 1 and 2 we can see the disadvantages of the
technique of linear and differential cryptanalysis described above. Here are
the main disadvantages.

1. We are searching for relations that we can find, not for the best ones.

2. General results on the degree of approximations for linear and differ-
ential advantages are not available. 3 3

3. If we focus on problems of finding § = maxgcqyon (0 |0¢| and p =
maXg ey o)\ {0}Po, then we may leave the domains containing the values

= maXL’EVJ(‘,,L”EVA}\{O}|5L’,L”| and p = maxprevy\{0},0"eVy, DD/, D" -

Let’s explain the last item. From theorems 1 and 2 it follows that
problems of finding § and d, as well as p and p, are different optimiza-
tion problems. If § = |dg,[, 0 = [0y zy|, then it is not necessary that
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Ly = L, Ly = Lg,. For example, for DES with 14 iterations the pair
(Lo, Lg) € (Vgy \ {0})? is not known, although L , L% are known. For
differential relations the situation is similar.

We have to put up with these disadvantages because the problems of
maximizing the values |6/ 1| and ppr pr is much more difficult then the
problems of maximizing the values |0g| and jp as it may be seen from
theorems 1 and 2.

Of course, the assumptions on the uniformity of random variables
x; € Vo, @ = 1,...,k, and on the independence of events in motivations
formulated above are not satisfied as a rule. Nevertheless, SOMETIMES
we have § ~ §, p ~ p, for example, 371 < §/|6] < 3, 107! < p/p < 10. We
can verify this by computing empirical estimates of 6* for §, p* for p and
appropriate confidence intervals. High precision estimates of § and p are
not required. (If the empirical estimates do not correspond the accuracy
of measurements, this may lead to the study of phenomena that are not
related to the nature of the measured quantity.) The term SOMETIMES
refers to a sets of all possible cipher transformations and chains of confor-
mal local probabilistic relations obtained by the cryptanalyst. Functions
SOMETIMES(F, F, £) and SOMETIMES(F, F,®) have two possible
values: fair ~ and unfair ~.

If the values |5 ¢|, Do are small, then the verification of the approximate
equalities be A~ 5% L2 Po &~ ppy py is complicated due to limited com-
puting resources. In this case we have to consider a close analogues of the
investigated cipher. According to the authors of this paper, the best ana-
logues are those ciphers that have the same linear medium, even with the
same number of iterations. In this case the equalities in theorems 1 and
2 have the same form. A verification should be carried out for as many
situations as possible. For this purpose for the fixed n; and m; the func-

tional elements f; : V,,, = V,,,, ¢ = 1,...,k, should be varied so as to
increase |0g|, pp. And for some indices i € {1,...,k} even the inequalities
’5{;1,, < 5{;12,‘, pficz,d;, < pﬁi,d;’ may be achieved.

The values § and p have preferences and drawbacks, but they are addi-
tional characteristics which may be more important then § and p. And it
doesn’t even matter that they are close to or far from 0 and p. The values §
and p, as a rule, do not lend themselves (unlike ¢ and p) to any reasonable
estimates in the case of real cipher conversions.

Although the differential cryptanalysis is applied more frequently then
linear cryptanalysis, in some situations the linear cryptanalysis may be
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preferable, for example, when 1/6% < 1/p. But even if 1/6% &~ 1/p, then the
linear cryptanalysis may be preferable, because a linear attack is a plaintext
only attack, while a differential attack is a chosen plaintext attack (or a
chosen ciphertext attack).

6. The duality of differential and linear cryptanalysis

The comparison of sections 3 and 4 shows that the problems of find-

ing linear and differential relations are identical. It is not accidental [2].
nr

The equality (2) follows from (lllT, e l;f’ L”T> oT — (L/T, o J;T) by

nT T nrT nT T

transposition or from equality (L A ,...,Z'IT> Cc* = (lk yously L ),
where the matrix C* = |[[cjjl[, i = 0,1,...,k, j = 1,...,k,k + 1, is ob-
tained from the matrix CT by centrally symmetric permutation of blocks:
Cij = C;?:F+1—j7k+1—i~

Consider the fresh concept of a dual functional scheme F* with the linear

medium C* and with the tables H(S;i*l,,H, S | A " e | pgf*d,, ,
d eV ,,d" €V, ,,i=1,... k instead of functions f;" : V,,,, = V,,,,

5%,, = pﬁT’l/T, pﬁd,, = (55}'@7 g7+ I sections 3 and 4 knowledge of the ele-
ments of the tables is sufficient; function f; values are not required.

Thus, the problem of finding probabilistic differential relations of the
cipher F' defined by the functional scheme F with the linear medium C
and local nonlinear functions f;: V,,, — V,,., ¢ = 1,...,k, is equivalent
to the problem of finding probabilistic linear relations for a dual functional
scheme F*. Similarly, the problem of finding probabilistic linear relations of
the cipher F'is equivalent to the problem of finding probabilistic differential
relations for a functional scheme F*.

7. Universal functional scheme

Let F': Vy — Vi and F VN — Vs be two mappings defined by the
functional schemes F and F respectively that have the same linear media,
ie k= k,n,=mn;,m;=m;,i=1,....,k, C=cC. Further, let for functional
elements f;: V,,, = V.., f; Vi, = Vi, we have

) pilcz’d;/ - pilcz,d;/ (5>

5{;12/‘ - ’5;;[4/

for all I; € Vi, I € Vi, di € Vo, dj € Vi, @ = 1,..., k. Then the
conclusions of sections 3 and 4 will be the same for F and F.
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Below we construct a family of functional schemes with a fixed linear
medium C' that implement any map from Vi to Vj;. Moreover for any pair
of functional schemes of this family the equalities (5) are valid. Then the
conclusions of sections 3 and 4 will be the same for all mappings from Vy
to VM

The universal functional scheme (UFS) is the family of 22" functional
schemes parameterized by a vector € = (e1,...,epv) € Vypn. These
functional schemes define all 242" mappings Fz: Vy — Vi, € € Viyon.
A scheme f., ¢ € GF(2), with two inputs and one output will be the
main structural element of UFS. It consists of two functional elements
fie: Vo = GF(2) and fy : Vo — GF(2) defined by formulas f; .(x, x1) =
(xog +e)(x1 + 14 ¢), folxo, 1) = zox1. By definition, we put

fs(l’o, SL’l) = fLE(ZL’(), l’1> + f2($0,$1) = (1 + 6)1’0 + ETq.

For all I" € Vf, 1" € V|* the values ’5{%1,,

d' € Vy, d’" € V; the values pficid,, do not depend on .

The UFS with N binary inputs (ay,as,...,ay) € Vy has a first part
that does not depend on £ € Vjanv. The first part of UFS produces all
monomials

do not depend on €. Also for all

Lay,...,aN,a109,...,0;4j, ..., AN_1GN, ..., 0] ...0N. (6)

No more than 2V functional elements f, and one functional element
g: GF(2) — GF(2), g(x) = 1, are required to produce all monomi-
als (6). The second part of UFS depends on € € Vjpn and contains
M2V schemes f. divided into M classes. Each class corresponds to one
output of UFS and contains 2%V schemes f.. Each component of the vector
€ = (e1,...,epron ) € Von corresponds to its own functional scheme f.. All
monomials (6) are used as inputs z; of functional schemes f. from every
class. The value 0 = 1+ 1 is used as input x for each functional scheme f-.
Each output of UFS is a sum of outputs of all 2 schemes §. from the
corresponding class.

We may obtain any function Viy — V), by selecting the vector ¢ for each
of M2V schemes. Each function corresponds to its own scheme. Each of
the 22" functional schemes has the same linear medium. For the corre-
sponding functional elements, including the elements (zo + €)(z1 + 1 + €)
with ¢ = 0 and € = 1, the equalities (5) are valid. If we use these functional
schemes and follow the recommendations from sections 3 and 4, then for all
functions Viy — Vi we obtain the same "best" probabilistic linear relation
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and the same "best" differential relation. This is an extreme example of the
first disadvantage from section 5. The universal functional scheme allows
us to obtain exotic examples of relations both between ¢ and § and between
p and p.

8. Role of cryptographic keys in linear and differential
cryptanalysis

As a rule, many authors obtain probabilistic linear and differential rela-
tions and estimate their advantages directly for functions ®: Vy x Vg —
Vi, (a, X) — b= P(a, X), where X € Vi is a cryptographic key. They of-
ten use various kinds of probabilistic models for the dependence of iteration
keys on X (in addition to the probability distributions on Viy x Vi).

The authors of this paper are deeply convinced of the following. Proba-
bilistic relations used to determine the key Z that is applied before the
mapping ®. Probabilistic relations should be constructed for functions
Fx:a — b= ®(a,X) in accordance with sections 3 and 4 for each key
X separately. The values of the argument a € Vy of the mapping Fx are
generated from plain text and the key Z, a = ¢(a, Z), where a is the plain
text, ¢ — some known famous function. For some keys a nontrivial proba-
bilistic relation may not be found for various reasons. But sometimes the
probabilistic relations based on the same chains may be useful for wide
classes of keys X. In such situations the effective guessing of the key Z
may be expected.

Our point of view is difficult to challenge, for example, for a cipher such
that on every iteration all components of current block are permuted by
some permutation depending on the key X. The complexity, the probability
of success, the number of plaintext/ciphertext pairs needed to determine
the key Z are random values which depend on the random X € V. Recall
that X is not the key to find.

9. The importance of linear and differential
cryptanalysis for cipher design

We may consider the problem of minimizing parameters ¢ and p in the
process of cipher design as a formalization of a rule that ciphers should be
as nonlinear as possible. This is achieved by decreasing the absolute val-
ues of linear and differential advantages and by increasing the degrees of
diffusion # and ' of the linear medium. The latter explains the transition
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from SP-networks (in which Shannon’s idea of confusion and diffusion were
realized in the second half of the last century [3]) to XSL-ciphers. A new
cipher design technique has appeared. This technique is based on guarantee-
ing high diffusion degrees 6 and 6’ of cipher’s linear medium. Cipher design
starts with the construction of a general structure, i.e. a linear medium.
The nonlinear mappings are not specified at the preliminary stage of ci-
pher design. They are considered in general form. The diffusion degrees of
linear medium are evaluated before the specification of nonlinear mappings.
For higher diffusion degrees it is easier to guarantee the security of a cipher
with respect to linear, differential and other techniques of cryptanalysis
by the careful selection of nonlinear mappings included in the functional
scheme. The degrees of diffusion 6 and ¢’ of the linear medium (along with
the number of iterations and the cardinality of the key set) are unusual
parameters that are easy to estimate and at the same time allow to make
conclusions on the security level of the cipher.

The diffusion degrees 6 and ¢’ of X .S L-cipher with two iterations are the
coefficients of diffusion p, and p/y for separate nonsingular linear transfor-
mation A € GL(n,2) [2]|. Similar diffusion degrees of linear medium related
to s-dimensional linear cryptanalysis are also important. They are more
valuable diffusion parameters of permutation matrices used in S P-networks
then 6 and 6’ [4].

The papers [5-13] give a different understanding of the methods of con-
structing probabilistic linear and differential relations without separation
of the linear medium of the cipher. The linear medium provides a more
rigorous theoretical justification of the methods.

The authors thank V. A.Fedchenko for the proofs of theorems 1 and 2
and also the anonymous reviewer for careful reading of the paper and very
useful comments. The authors are especially grateful to A.M. Zubkov for
his attention to problems considered.
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