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D ev el opmen t o f a mat h emat i c a l mod el an d a l g or i t h m f or t h e
impl emen t at ion o f c y ber sec u r i t y o f c on t r o l sy st ems of el ec t r i c pow er
f ac i l i t i es.

A met ov F. R ., B ekirov E. A .

A bst ract . The modern automated control system at elect ric power enterprises is a
combinat ion of many systems, modules and interfaces. One of the most important and, at
the same t ime, vulnerable is the switching module, which is a set of devices and interfaces
for data t ransmission, processing and analysis. One of the most popular solut ions for organizing
communicat ion between control system components is the Modbus protocol, based on certain
algorithms and data t ransfer protocols.

Forecast ing and analyzing informat ion at tacks in order to detect and prevent them
prematurely becomes an important task. Analysis and structuring of components and their
vulnerabilit ies will allow you to simulate potent ially unprotected places and determine further
act ions to protect them. The signature-based threat detect ion method used in data processing
includes a feature of packet data t ransmission in Modbus to detect unwanted or third-party
network t ra! c. Thismethod isbased on certain set rules, which also use theprincipleof threshold
values to detect unwanted signatures or anomalies.

The principles of communicat ion of devices within product ion networks, as well as the
speciÞcs of t ransmit t ing informat ion on them, are deÞned in standardized speciÞcat ions.
SpeciÞcat ions are a set of protocols that implement system components.

A number of the speciÞcat ions used have limitat ions related to mult iplat form, security and
modernizat ion, as a result of which there are problems with network conÞgurat ion, its support ,
modernizat ion and security. In this regard, an urgent task is the implementat ion and support of
modern speciÞcat ions that allow conÞguring the system with addit ional security add-ons.

An important indicator of any algorithm and any data t ransmission model is their
cryptographic st rength, or in other words, the level of protect ion from potent ial cyber at tacks.
Based on the analysis of the collected informat ion, the calculat ion of the opt imal mathemat ical




















