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Àííîòàöèÿ. Â êà÷åñòâå ìîäåëè äëÿ AES-ïîäîáíûõ àëãîðèòìîâ øèôðîâàíèÿ
ðàññìàòðèâàþòñÿ XSLP-øèôðû ñ óñëîâèåì, ÷òî âñå ïåðåñòàíîâêèP ÿâëÿþòñÿ
ðàâíîìåðíî ðàññåèâàþùèìè, à áëîêè ìàòðèö ïðåîáðàçîâàíèé L èìåþò ôèê-
ñèðîâàííûé ëèíåéíûé (ðàçíîñòíûé) êîýôôèöèåíò ðàññåèâàíèÿ �: Ïðè âñåõ
äîïóñòèìûõ � ïîëó÷åíà òî÷íàÿ íèæíÿÿ îöåíêà ìèíèìàëüíîãî êîëè÷åñòâà ëî-
êàëüíûõ ïîäñòàíîâîê, ó÷àñòâóþùèõ â ñèñòåìàõ ëèíåéíûõ (ðàçíîñòíûõ) âåðî-
ÿòíîñòíûõ ñîîòíîøåíèé äëÿ ïðîèçâîëüíîãî ÷èñëà èòåðàöèé XSLP-øèôðà.
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Abstract. We model AES-like algorithms by XSLP-ciphers having uniformly
di�usive permutationsP and �xed linear (di�erential) branch number� of blocks
of transformation matricesL: For all admissible values of� and arbitrary number
of rounds the exact lower bound for the number of active S-boxes in systems of
linear (di�erential) probabilistic relations is obtained.

Keywords: AES, AES-like algorithms, XSLP-ciphers, linear cryptanalysis, differ-
ential cryptanalysis, active S-boxes

Citation:Mathematical Aspects of Cryptography, 2017, v. 8, • 3, pp. 109�126 (Russian)
c© Àêàäåìèÿ êðèïòîãðàôèè Ðîññèéñêîé Ôåäåðàöèè, 2017 ã.




































